IN THE IJmi^EP STMES FAT^ 

^l>pl leant : Craig l.>^wte Art Ut^li : 2137 

M^^il Si<>|>.^pp«^al Uriel - Fatejits 
PX). Box: 1450 

Appellant ri^^pectlkliy submHs th.fe. Replaoem^iit Appeal Brief to i^spkt^e the dx^focti^v^: 
App^^al Brief lilM Qcm^ 30, 20()i. Appelto belteves iml tMs repla^;;^^m^^^^^ bnef^ata;fe the 
mqui-re^T^ey^t.^ oil? |^.4l,3-7. 

the Exatnai^r, s^antainM io an Office Aeiian mMled August 2006 fthe ^l^^ijial AetioT^-), 
finally rcie^tSng Gb 1-7, 9- 21-27, 2f Aj:o4 30. Appellant mailed i^. Kbifee of Appe^il en 
Opiober 3(5, 2006; 



(1) Eeai &a m fnimmt 

the ^jssignee of feepresejit Appnciition, is lim real pan>^ iii orremst- 

(2 ) ll^^li^ted Ap pe^ J?; d Ib ferferess ces 

Thi::re are related ^ippeais and interfcT^nces. 

(3) Sl:?^ tM?; irf Claims 

Clafeni^; i -30 ars peBdmg in fee applfcalion:, wife Cfeip^ L i3 aad: 34 being indepc^Bdent, 
CMims 1-7, 9-40, 21-27, 20 30 stm-id re|e^^^ Clate 8, 20 ^^^^d 2S 0l:>|eeied to. 



(4 ) St5^ of A5;^S4; iiclrs^ 

f S) S siiB siiary of Clai^tied Si^bJ eel Matter 

tede|i^eji(imt claim I iis directed W mmhod for mamt^MHg a pa^ compiiter 
g;ptenT |>5^^^# ^?:v:i2, IMg^ 3;,;:iin^s>lS-"2t|/eq:u^ with/aiV^operating Wst^sm;■t,^^^^^-^^■;^?.^■ 28, E^agera, 
li nes 2:6-27) .for r^n^mg dadi^^aled appl icatiai^ C^^f^^^^^^? i;?^ I. 4> Pag^^: 3, IJ a^s 26-2f ). Xh^ opt hod 
geiiteracm^ a passwo:^'^ ir^ re^pcMse t<> ari oe p^-escnb^d paj^iswajtl ge^emioa 

ev^mt Jfei?. f ■■4, 1:7-19. lli^^geTMrated |>a^jjsw0rd .is- provided.. I-O- ■ an; op«;ra(ing s;ys:tem 
^>eciidtv mac^^^^^^ Pa^e 4, Hnm A ooded p^t^swoi^a is generated as^ ^5 Ikncifa tbe 

ge?>ertl:e<^ pa^isw:^^^^ S<:^^: PssM 4, imes Pag^? 7, liim ^ /--SCI 13j<? gen^:j:ated password c^^^ 

,ietenTd:o:ed 1?.¥ -deeodlng- d^e :cdded |>as$wdi:d. .Jee fag^? i:iii*js -2.5 -2? . Tlie ■ c^ade^d password, is 
displayed lo a us:^r of the eompiier wst^sm, Se&> Pag<? Page 8. linej^ 3-4. The usei cm 

:ri?e-i?i:ve.lhe:-.ga:i^ p.Mswe^M by ^pmvidiBg/the coded,|):ass-word . Id a .rej^iote; password; pt^-^^^ider. 
;&e; Pa:ge.d:l. jiiieS:- 2S-;I?. The ceded; ^pa^^;^ ward: 1:^5^ ;:st0md: ;fdr : -use iii eoBi^ecden: wife -a s-eeufe 

Jnd^ptmde^d^ds*^^^^^^^ aeompiiter-wst^^^^ 12, P^ge.d, iini^s 

.hti^iBg a-pi5:S:;;?werd- nmiiitename c^^^pabildv' mctodiBg: <m operatmg ,s:y?^iem^ :a:? :2^>.fage; 3, 
I,ia^-s:; -.2d-27:):, -.s password ■:a^^c:i:jrrty :g^ae;raiw-C^j^e/^:: ^^s^ :3@, :iage J,: Iin^^ :28->3(ik 'a pass^woii^d 
gaiTemiOT :<:=-s'-42:,:Fage-4;LiB:eS: Id- 1.5), pa^s$W0M;-eiiery|>t^^^^^ (.:^i-^e^- <^:^ dd,- Pag0 4,:-Ld^s. :|4^^ 
.15), .and a;'display-(^.a<^/?:i^^^ 5). .ll^e :0pemtd)g;::p^tem: ^^^^ 2B, Page^3,: :y0es. 2^^^^^^ 

i:nii^lu:des .a:ri eperlddig-ays^m^i.$eaad;iy (^^^eA-.i?^^-d.2;.Pag^.3:, fds^es 2:8 -.ai), F^age:4,..lmc^ 5:- 

1 0), ope?:atfn:g systeir^^- data- -s^or^ module; im^eh. m, -34., :Page- B,; ld.n^^^. 2E -d^OdPaga^, . . 5.- It)), 
.a:?id^an;opa'aiiBg:^s;yat^m fegi:B>:iTied:aie fe^^^^^;:^M-- 3, IMm M-M, Fage.d., .Miie$.S-l:a). ^t:be 

epi^vralidg^ aysie^-a (^^j^^-^f 28.. P%^^ Id:ne$. 2'6--27) ^operable ■fm. '-m^cmin^ dedleaie;d 
:ap|>lieail0n4J?^e/; i:^^. .l4,^F^ge.3:. di?€s:.,3:-4:j. Tfee^pasJiW^.^^.. secant^ g^neralord:^M«:^/r a^- 3(>, ^ 3,. 
Linens: 2B-3:d). d^eludiag tha: paB^w.ard...gm^mlor imck -as-. :42d'Raga.4, liaai^^ .M-4:5). aim. the; 
pa^swe^xJ ancryi^ter (:^^a^d m M, Fags^ 4, Linos 14. US). I^lie password gaoemor e^apl^a with 
j^^dd opermSng >^ysle^a lor gaaeradag a pasaword in rasponse Co an oocarreoea of a prascribed 
pas^^woal geaoraiioa aveat. <fea Pago 4, Kaas 16-19. The pass^vord generator p:j-ovide<>: the 



generated pa^^sword to tte c^peraiing sysiem ^^cimly itvodali?. .51^? Page 4, Ime^j J -6. I'b^ 
password i?r)e?5/|^?;a^" c^uptes to the passwarf geB^sn^tt^r far pT^<!iuei;ng a eoded pa$sw0?:d a^^ 

op^;5T:atitig .system .tog^^-^^ across, via - th<?: opemiiug: >^y^^lm: logi'iv rmdute, Sii^-^: -Fai^ 4. li^no^s .§,4,(1 
lilies 20-21. Th0 ||$;:n;e:mlM pm>^w0rd: can f>c d^termio^e^^ by de^odi^g the eodM pas^m^M, 
Page 9, Iteei^ :2-S-2:7.. A-.;display:-0pemhlc^:-|o:'di^ OTd^^d fii^^s^MM to■■a^u^^^^ computer 

password to a rcmc^fe p^sssw^fd provider, dfee'Page 9, lines 2 

indi?petidenl. claim 24 b dif-ected to a computer pmg^'aBl%^^^^^^^ 3(4 Page 3, lii^i^^ 28-30) 
product: fer mateMmng a pas^^^^ di a odmpijlar systism (mek M 12, F<i0^ dncs 2d^38) 
er|;uipp:ed with: a^>' op:^^r<iti:n:g:j:p:tem ymh m-2B, Pdgc .3> :2d-3S)- mr xmmxig ;a: dedicated 
applicad<;>n ft^^ed ^^^^ 14, lines 26-2 S)> the coB-^pi^^^r pmgmm 30, Pag^e 3, lines 2:8-30) 

p:roc^:ssablC: bv a c:dmpa:tcr .fdr cas:ismg tim eomputer systm^ pB^r#c\ii ;pa?i^w<^rd .di 

response to an oacnrren^^ of a pre^crfeed; passwojxl g©nerado?i aveat. Si?^^ Page d, lines I n- 19. 
I'de gemraMi p<^^3swnm pm^^^dM to: ad <)pam^^ Fag^^ 4, llnc^ 5- 

6. :;A. coded pasaword is jirc#Licod;aa,ii ll^^^ of #ie:-:g0o.amted:p:ass^¥0rd'. .S^^^ Imc^- 19- 

20. Tha ganeraicd passwoixl be d:eicn^ainpd by decoding tho ood:ed^ pa??sword, fe^^ 
lines 25-27. Th;^? eodod password la dk^^^ in a user the eomp^:t^r ^y$tem. Ja^? Figi^rc S. 
The n$e^ can r^aaive-ite generated pa^isw<;)rd by providing die coded password In a remcla 
password provM &e'Pagn'9, liee^i- 24^29., Tire eoded^passwnM-^fe..:^ .te u^^e ln eoimeetion. 
witb a securn op^^radng syslem^ iogj a aecns;^:. Jfe-^ Page line?; A^r appamtas dnirr wlrich 

tlie. com:patcr- program -Is- acccs^si die b¥th<?'cn:m|?^iJter:S:vai-em. 

(6) CSro n^;ifis of R^J e^s tiisM 

(A) -tdmrns: Icd^J. :1.2^i.l:,. Ig-I /, 3.1, ■23^-2<i. ^aM ;2^J ^re r^eeMi Idr^ b-edi;g Bora 

ofe^dmis :n:ndcr3 J: i:kS.C. §^ HJSfa) c>var^lj:S, FatcidKn. 6.601 ,1:7:5 ic^^ Arnold et at... eaf.mo/<r): :b 
vfew- of U ...S::. ■ Pat:^nt- -i^O:. bj. mA&t W- GhMlmer m. al..4"aj^/la;?:af and-&rd:icr i^ r ■ vkw^ ;ef in 
i;%taai :r^:ov::ddid;7; J2:5 to Eynd^"/^:^jf 



OTeT> J:m/>M in. view of Oalfet?r, m view; R\^u wmi fertber view of 0.E IM^ni No;. 
C>J2S j82 to I'hotiips^oB f 

(C) ("iaims 6, 1 8 a^^^i 27 a-e Teiea^dibr feeing non-obvioi^^ uuder 35 | ICBCa) ^ver 

■dmohi. m .ykw- of. 0?^^ife??^i^-% . iii view of :_^^:^f^,.-.and. I^iitii^r- m vim of .■l.JVS. :P^ibli<;^ation .:Mo. 
2:004/^)03-1 -of. Kidder -m::ia. . 

Mvoado0. 

The: c^mbmrnkyu otdmoM.CM^^^ mm -^im Ml to m&ch oaoh ao<! ovofy/l:i.mitad.0yi.:of ' 
th^j? obiJBi^d i5ivend.on. For e^taoi^i^ to, claim; ! xmms, m part, "gs>^i^eratmg pa^^^;wotd: in response 
to a^^oe€ur^:eooo of a p'^:s;cnfeei g^noration ^s voni." Ex?c?a tboogh tl-j^r Exaotmcr ol^^ 

loo .!d^iil:ed:-usa p<i5^;<w;o^i^ l:n .^fmoM- a$ iJm gmmmmi pass-word, tlie .EKamioor ati^^roi^tB 



\ -Cm^, U^i:^ ■ ^mmmf t Drnk^'l^o- mMAmmi rPE4}i^m5 

Fifed ■ Aiv:ji;<^t2. 20U [ 

computer Is turned o^i iiatv i^i ^^llbct, <i Is g<?ns^^^^tijd Sii<^h tim^^ th<? o<)m|>u 

r^ijuest^ evmL In 5?iimm#y, tlj(?^ n m not a pasi^woixj: ^ncl the iiiBit*sd"ii^^fe 

.-I d; i sc s<?s: g^jn^rstmg ^i; limi t<3d-^.i ^dm;i;ni s^ii v^- pa^s w<:> M iis:h^g a- en d ^timber, 
a-e0Btrol::f3^&S;Wo-rd, ;and^ a-.n<>J:^^^e.;C;t>i. % Mnm 21-4^. The ^€^^ilexpti|Se-.admdii?slr^iU ofetaln$ th# 
sc^rial .iii^mber of a target oompinc^r swt^m ICj, ^hc^ n^oct; gs^n^rai^^d by Oie largel compfcil^^r 14, 

enis^rpri^^ adn:ii5itetriUion: then 4ej^i¥ei^ a maehu:ie"SpeC:ific by i^eiit^afeiatlBg die serial 

;j-^is.?i^feer and ihs^ contrei paiixword a^^d thsB Imshing ihe ^■<2;SultiTm string uskg a jian-i:evcr$!:bte 
feasii^ig aigordlrm. Col, lines;: 2:9.^32;, Gol. -4, ^Q-m. -K liMmd'-xm. M^-. m thBn 

mmput^d by- <;c:>0Cid^ii^t Hig: the ni<j€bi speci flc IimIIi imd tlii^ noB^^e ''<yid di<^;i hai^^hing; tM isiput 
airdig wid^ SI-I A-I w sams Citlmr nm-reversiMe M^mg algorutad' Cok lAm^ 3§>-3S 
{eniphaais -addod). The., ejite^rprfe^ adBiMsjtraiion tlien: cmiiVerts- ;tbe iim^tcd-^lse. Ji^isli mto si. 
ite:iited"Uxo-; adiBxnistrative pasw^rd ..a?id provid^^s- th;m-p;ass.w0:M. to- the; u?^e^. Col; 7, .LiB^s ■4i"4;?. 
Ap|:>ifc£inl ^uM^^ a .Slew nonces Blay bo py^era^sd eai^li dme the target eoniputs^r I C) i$ tiurnM 
"biu.;g0n.<?md^ag.-.a n^sw ■bobco ■does - not. mei^B .the :!:imit€d-u^i2 ■:pagswo;rd- :fe :g:eu^mi^d -ea:Qh;ti0^^ 

-gCB^ra^r^d "t>n an a^c>-i^sj<?d^d: b^isisd' .d;m.(:?M, CoL 1, -Ldies KI-lSv fo^ :0fcr words,- l:fe:. 0:flered 
pMswmd isj genemed m^i^es^n n^t in re^ps^iise tp ai^ o<3Cun^ence of a pm^cridt^d pa^isword 

hidep^nd^snt Cdalms 1 3 34 recite Ih^dtatto ^imikr, ald^oygb not ideodcid, to 

d^e Imiitat^orj: of Claim i dkm^^^sejd. ^ibove. 1::he*refeiej, those olaio^s £iri^ adowdble fer res^-^ 
m^a:k>go^^:s to those d?^^i^u?^>^ed above : d;v£:eimeqdM^^w^^ 1. Claims 21/23-2d, aad 29 

i>iM:.h ■depend^' foM; oilO-o.fd:^:depf^ld^^^ut.:cki;ms W and 2:4.a:?^d tbus. :afeo patef^table :ovef the 
oitsd art. 



Far the sake of a^gmne^iC, ^ven if g^r^,^|-:ali:ng t!ie .nonee: is oonsiilered geiiemtSiig 
pas??^woiXi In: twon.se to a.;p^^ed^ten:nMed :ev-eBt,;th^ Is- bo .siJggesii0n;:0r niodya;d'0.^t to-oooifein^ 



;Fage:-. :: .6:of 1? 

Ironi lining a. rOTOle thiiti: pmj^ deoocte a c^ocbil password, Set, O^lte^ e?" teaefees securing 
ki^-p fer d€<xOdi:rig a pa^^jk^sge hi eitlmr a ;>^e^c:m^^i^^ o ?^ecurcd ehi|^, ^ui, a remote pmty do 

not ha V e sieeess ts3 th^ pn vate key Ife r <1<jcoding eBcrypled |>ac kaga. Co i, 2,, liu^^^ ^-22> In l:he 
previoiJs Otlls^e A<;^ioi> dnigd. August 2S, 2006, ib^^ Bxamm^&^r iissett?^ t;hat ?^i^)ee CMiimmr Wm^m 
emr'ypim§ ■ i^nd. decrypt^ ng; ni^jssages'ihat . C??^#fe^er ■0:<>t: :tfe£^cli: ^c^wav ' ■displayiB.i^. M. codM 
pa:^swoM ,&r d^s^oding by a remote party . Mo W'^\'er> ''f ^1 P^or btI: j^elcT^^uce must cq uBidered 
its ealirety, a^ a whole, iBcludiBg wrlions iBat woaid Is^^ad away Irom ih^?: ^Mimed 

(Fed. Clr.. i9i3.), cm, denied -.^f.- OJ,.. tSI (M..P.:l:iB. | 2141.021 Acccrfingiy, 

' 1C:hft?': E^ami;ncr :sp:eciiiai:i?:5- thal^^^'oiie :oia^TiliMry:.^kijj m tfoe^arl wuld^liavo: be^n/motNated 
... ^>o as to cbtaiu iha tieadcd psswoi^d ;fer a^^ the ij^fermaliori" However, ifee fe 

:n'j:odv-^doB to cootbh^e ivv^^cj l^asswoird: recovery svste:n^ heeaaM C??a&/a:^" d;ae$ not t^jacb, 
suggest. o:r discfoj^e ■ -te isi^t:?' 'of .a :d;eeodabJc^ -pas^word^ sueh: ifeat :a- reii^ote; iMrvico- eoM^ir'.iuay 
■deeryit' the 'encrypiod. packagod:..: Chaiiemr^. m mmmL im^Am m<:^'vypmm-&:- &M pm^or4 .mm 
tx rm^dmn pm^word km ccoryped package.. The; encrypted paelcaged^^ the:j:i.&l^:nmi ioe^;llyi:B;.a.: 
harf d&fe , C:o:k 4, ■tia;^^ 3 7-41 . In ifeo a yen i tiial th^ encrypted |>ac kag^d ueoda ta fee decry|>t^4> 
the pa^^kage is dmsferrcd to a- aeeiJre devlee tte sipiatum el^ip 3 1 > Col 3, lilies 41-42, "'l-lte 
public /privato; key^i ara retrieved tront the proteoted ^l-omp ama 23 and the ^igoatare ehip 31 
uses the^e :kay$ to decrypt the pasfc<ige. Co! J, lin^s In shestl^, C%i^Sc?^s?r teachc^^ away 

IMitva^. remoto im^ty dacrypth^g the paekagc becau^^e keysj tor dearyptiog lha paahage are 
oit]ier;ta the :p,mteetcd" sfora;ga^ a:j^a 23' or ■the l^igaatta-e- chip 2:t:, ;a:seciire: dcv-iee. A|^plteM ;waa 
uuahie to toeate any p^^ssaga that teaches that the prkate key may he pro vM^ a remote parly., 
la Set, the computcr>^yj^ta0Cdiscios^ Id <;;^a&^?cr is d^siped ps'cveiit ihe diisolCBUre, saell as 
the- display,, of the eac;rypted. :paokagO: a^nd, as a .result, prewut trnt^m systems- or iBdicidaaIs ;fcm 
dearypting tha paekage. 



-The- Office rei^^cts cMims 2-3: -^and mdm 35 f - :i03Ca)- m- tei:ng 

ij-^Tp^^tsi-jtab-k;^^ r J- mf>&/ in. ■ ¥i<?w Q.f Chalieum m view Ryu mi4 . :f u:rl]>=i?Tv' fe. view- -of 1 J. S , I^Btcnt 
N(5. 6.72;53I2 ("Ilo;??/:?^<:w :^i^o,:the Cffi^^ Actkm re|ects oklm^ 6, 18, 37 ander 3S 
U:8.C. § 1()3(h:) being uirpateita^^ over x4mf>M m view af t'fe/fe/^^^r In: vkw of ax^il 
fertfter; in ^xdew ■t)^f IJ-S. :Pat^m- l^ubltetlmv N^. 20O4/()l3:934^?:;{^^/ta ■Fmfe.er, .the' Olfce 
Actio^v r^keis ■■claims: ■? '.and i^- iiB#r;35. IJVS.C. .§ 1i)3:(^). aslMng^-ujip?^^^^^^ owr,.:4/7j(^M io. 
v:tew of £Sa/fe^ii;^r 'in v'mw t>l .ffi:^?:*-: a;od ftjrther m yi.ew of . IJ .S, :Paten:t Poblkatioi:i Mo. 
2i;«4^Q{S;iil3i} In- ad'dition, tie: -Offiee Action -i-ej^^cts- .claims .1 1 , 22. ^rf : 35 

ll,Sil. |: ;l03{a) .a^ bdBg /oiipa&piable ov-er.4moM i:n. vi^sw of ^C.fe^l&^^t^r- in -^im^' of ■Ryu m\d 

m :view - of IL l^ai^nt :N-n:,. 5,270. M3: i;'W^r^^% Applicant: tra:v^atse^s- Ifeese ,r^|:ecSo:n.s:- aed 
all liBdiogs asserdon^ tli ereiil in partloular, these depend Ixo:m orie of iBdepmdcni ciat ^ 1, 
Id:, ■and3:24. As di;sc-U:s:ss?d ::above. imi^p^inde^Ti: claims, i, 1.3;, .and' |2<4 are- ^allowiible: o^v^^r- the 
combmatio:n of dmo/d, C^^ja^fe^mr, and Mm, l^lic; Ofllcc ■.Am^ri to cde any torching or 
^^iiggv^stion in d7^om^:>^^o^:K^^^/^^ MMder and Xm- of tM mkmxm, elements di^^iissod aboviy, 
Tbomfere. ;.da^^^^^ d, 7;:,..l:.l,::l.4-^ 15:, :i:8, m, 2:7. aad::3l} ■|irc,jdlow;?ili1e: at fca^|::becan^^e-:l:b 
depnd Ifem ono of ailowafefe elain^^ I , 13, an<:f 24. thus, A:pi>iicanl res|>eetl\dl;Y roqu<;$ts that 
d)oso wieotioBj^ bo widtdrawB. 

A;pplicaa:r .notos ^:od appredMe?^:: rbo: f maidBOr's: fedfcato^^ IC, 20:, ^md. 21 

wonyh^ adc^wabte if rewtitfe in iMependent lo^-i^ mcludiog all of die Unidaitoos of dio fea^^e 
oia:rm. aid. :aTiy ij;no5^^^^^smB:g:; c:te-?ns. :ido:w^ver, elaims; g,.. ;2(^, imd' :2:B dep-end. .m^in- ^ooo- -of 
Indopenda^^t claims. :L IB-, arsd' 'M,-. -wbMi .Applfctiot :rospi;ciidllY ;so:bmj.ts « allowabi^^.. 
AooordingA, Api^iicant lias not amended cimms S, 2(), and 2& i^l diis tini^s. 



.In . m^'w -ai fe, ;&T^g>;jto;g,;ih<^:; :re|ectIoB should . b-e .rs^wrs^id. .-Sfeouid-lhs^^ -BoaTxl 
of the opinion mat a eldni on appoai may b(S am^nde^d 10 <:jvere0m^? a specific rejeetian, the 
Bpard respect1ii].% reqliie^sJted to inelircl^ io the opinion mMi a stst^m^nt a^Ki atlord a:ppef!ant 
tl:i^ right to amond in coo:&>nHi;tv tfe 

Appeliain beliwe^s x^o k dije at ihfe tinm Jfowev^sr, shoiM tli^re be^ fee dis^srepaoGy, 
the C'om^TiisiSiouer h^rebj- autlioiii^od to cliijirge or credit to Depo^^il A5:^eoiJM Mo. 1)6-1 050. 
Please ^ippiy any other cba^ge^s or nft^^lds to OefO:^it Accoiint No. 0d-|:()50, 

Res:|?eot&Oy c^ubmitted^ 



Diite: Jip^|^|3ta2,jM .........^ MS^I^sMikfei 

MMvael B. C"o?i 

Reg. No. 4? JOS 

Cuj^iomor Ne. : 2^23 1 
Fish &: RtebaMson 



i^^iiji; ;c;M4t ?4:^^-2(>?^t 



AppliC^sn Csiiig 7^tiofi:;i;v^^i Docket I5.^2:^^ M0()01 / FE^(Kj:^035 

L. A nioffiml for :^^;^ai^talMng a password iii. a ^^omputsj^ symem aa^i^ipped wiib an 
operating ^ysfem lor niiiniiig a dedicated appifcatioiiv£:oj^ipridng: 

g^neiraii^ig a paB$word mpoma to an occurrence of a prcjsodb^^d passwoM 

pmviding tBe g<?n^raled pa^s^^^^ord to ops^ming ?^:vsi^m security m^tu^^s; 

pmducir-g a coded pMSW<^rd as a IknetioB of tbe gme^aied ps^s^^word, wderein the 
gejierat e(i passw<!J?^d ea;?:^ he dei^roiii^ed fey decoding tim cod^^d f :^ssword; 

:d:fe]jk.ydig. ife^^ coded. pa^:s^:wd^:d m a iisier df i:he-C0mpp1:er'-?5y$te^^^ wb^emm.ihe ^usi^r 
Oi^j) rs^eeiv'c die generated pas^s wo by pJOvMiBg die eoded pa?^:swoiti to remote pa^sS:word 
p:mvider; and 

st:e?i:eg ilio^ i::oded password fcr-HiSe'dn connection wdl>':a ;Sec:aT^e :0persjli^:^gsySte? 

2. Tde med^od of eteim 1, wherein :p:r0vying the genarated passwor;d 10 d^o 
operating $ystom seeordy module toiler includes overwridrig i^ p^^^ p^::sswoJ^<i > 

3 . "Che method of: ciain:? 1 , whi?mij:i ?itoring die coded passwoid fiirdrer dieludes 
overwridng a prex-ioosly storM coded paj^^word. 

4. llie :mef bod -of iaiTii I . forther- eomprisiiig;- 

dfopl^iying die stored eoded pa^^^^woTd dordig a^^ opcmrog system logiii, wdered^ 
the disp:teyc^d coded :pai^5^word-.is- sebleet l^^.■■be■^ng■d■ee0ded with. -die: U:S€^:0:f -^a corre^^poiMing :?^ecure 
password pro^: ider. .fertfeer wderein die i?eeore opemdng systetir logiii is respo^-J^^ive to an iij put of 
a correctly decoded ^od^d pai^sword for eiiadling access to ih^ operadng system as a drrietioB of 
d^e generaied. password and the operating syxtein seeenly oiodule. 



S. Tl^e meihod i.>f claim I, wliemn the; pr^smfeea |>^^^ geoemfen e^^au 
ii^ciHa$>^ leiiist one selected ifom the group eoin^i^iing of a cOTputer svstem p^w^^rHip; 
eom puter sptem re-bo0t: <jxpmition of pri^^^ciibed lime duiauoa iron^ m ImmmiMely 
pr^seeiiixg pa$sw0^^ generatioiT event; rej^tpraibn of a se^eiidiy iev^l fkini a modi fied security 
1^ lo, a de&u U sei^uriiy l:e^ei, and ^r^tce uiTence 0 f secure opeti^tlog sy^tsm, login ac^e^s^ . 

geiTeralio:n e^-ent hiclade^ at le^ic^i oiie seletited fen the g^-oup eot^si^ting of a elianp;: m 
;^^€urr ty- fev'ei. withlj^ tte' d#ieated .appJicmfeo,. a :Securiiy' kvel ovisifide witbn^tBe- dedicMed 
applks^tfeB, and-- "a- eiie-SsliM; ^semirtty ^^^ceesss . wi tfe:if;^ ti<^- :dedfe:ated.- :^ipideatio:n,. 

T. Th^s ^^:^:e?hod of clai m I,, fiMbe^r composing : 

^ea:n^hing a las^mame registry of d^t^ dedicaled appUcatiDn upo:n tte oeci^nreTtce of 
Ihc prescribed |?i:5;c5s;word ge?:^^T:adon t?verit anci removiing imy invalid u^emam^ss lk>ni the 
u^enmme r^gfelry, 

8 . Ih.^; Biethod o f olaim 7, l\jrtl)er eoxTipr Is i ng : 

i-oviewing privilego^^ asscciaicd witl:r respective valid useaiam,^^5 ir^ t1i^? u$ernanie 
t^egi^iTv aT^d resssidag ptivilege^' ef the rej^p^cliv^ \^aKd u:sema:£iie lo pre^eribed delmdt 
settings, 

% Tim mmhM m dimm 1, wlierem genfe^rMi:ig the pass worf^ generating the 

p^^:s^woTd -fer a preserife^d i^sername. 

Id.: The ?nethed ef claim wbercHi the preseribed useni;iine frK^hMes a service 
u^cmsiBe. 

I i . The nrethad of c1 aiH^ 1 , w hereiit die dMie^^ted appi ieatimt i^^ el udes a podit of sale 



12; Th^ mefead csf claim L whcirdB th^s compular ^sy^l^m iiKlu^J^ys il least mm 
$elec:led itoni the group cc?^?ifetMg o^f a c?^mpuier systeni iB^^d a sto 

system diiia store sn^I a ji operating syst^^m logm moduk, said op^jmtmg ?>ysleo'j op^m.bfe 

:a- pa^i^:wO:rd security- g£?r}:^;rator to^:^li3d:ing :a pass worcl ■ generator am! -^^ pimmmQ 

the |>as$woM generate couples with said operan^'ig sy^lem genemtiog a 
pas^waid in re^^ponse to m occiirreTice of a pFescdb^d paa^^woTXf generalioii evml, p^^^s^word 
goiierMor providing tfee ge^oeralM passw0rd to the opomiieg sy^t^ni ^(sairfty ^vadute, aM 

tiiij pa^^wom ^ncryptor couples to the password generator for praduc;i?ig a coded 
p:as;swo:rd a?s a tlin^^tim^ of the gen<:smted pas^^woM^ the pMswoM encryptor providing the e^od^d 
pas^woM lo tl^o ^:)peraUi:^g $y>^tem data stare mc)dule fer u^^e In oooBrectio^i^^ w a soeuro opfe^r^dng 
5^y^i^^m. !Qgh:v;aoees.s- via tte opemdng :S^^st(5m logiii Blod:ui%;w:h^reHV fc..g 
be detemdoed by do^oding the coded p^^ssw^rd;; and: 

a display op^ai^iblo to display the coded pas^jword to m x:^^e^ of the eo;mpih;er 
sptem, wfee^ .ein iho user r^eivo tlio g^^^ieratM password by pmviding; tbe eodod password to 
a remote pa^^^swdM p^i^^videTV 

14- -rhe c^ompjiter sysi^^^^ whisrdm ferther the pa$:sw^trd gsjwiite 

pmvides -the gmeri^ted' password, to Iba.. operating 'systeo^ soe^dty modide :aod. .ovorwritesi a 
p^i^ vi^ously ■; gejieraled ■ password . 



IS, Too eo?^'i:piii:er s>'Stom of elid^m: 13, whereit^ mrd^or tlii? pa^^^iword. mcryptor 
d^o coded passwojti. aij^i overwrite^^: it pev^bosly stor^^ pass-word. 



1 6. l^hii^ i:;<>n^p liter ^y;sl:em af ^teini 13, nMhs^r c^is? npri si ag: 

niea n ?5 Ibr £i|s|>layiiig ^te stored coded pa^s^>ward <i u ri ng op^rati ng sy^^iem tegin, 
wherein the 4ispla:y^£l ec^ded pa^^sword ^siityeci to: being d^ood^sd with di^j^ u$e of a 
^i^errespondh^f scci^xe password provider, iMrd'i^^r whereiii th<^ operatk:g s.^^^ fogin module ij^ 
responsive to a:n inpia: of a corr«lly decoded coded password, for aijjfcliBg accost t^^^ said 
op^?ratiog sy$t^?u^ a ni^mtioi^ of th€ gmeratod psj:sswc^rd md vhe operating sv?;tem sc^surity 
o:^odu;fe: 

17. Th^^ eompufor sfeo^ claim 13, wlis^roin pr^^scrifeed pa^^swo?^! geB^mii 
evaot diiciudes at least 0no selected iMm IM group coiisi&dog of a computer sy$teevpower-M:p; a 
coT^ipute^r sysic^o^ re-booi; e^pirallan of a preseribcd tim^ duration mi immcdial^^ly 
l^xjcM ii-^g p^t^^^woj'd: pneriufon event; ?:esloiMkn of a securi ty level Ixom a mod died seciiri ty 
Icwl to a deimdt J^s^eanty le ;md ocwurrt?uco df a securt^ operi^tiog sy$ logrn. aeeo^is. 

18. The compote -system: of claim 17, wherein: fee B^odrlM secordy levo! of a 
passwoii^d generaticm eveni includes at least DTic seleetOi;! ftdm die group cooaiati charip m 
the i^s^cimiy lovel witk?0: the dedicated a|:>plk ad a i^ecunity level ovcnide wdbio the dedieiated 
appiieatiO:0> $aid a oiie-ahof s^aeurdy i^eecsis wdh^ d^e dedicated app!ica;tioa> 

19. 1-M computer ayst^sm of claim 13, fitrtho?^ wJiefom said pa^aword seeiaity 
gcoemtor farther metude>^; means responsive le an oocaTience of a pre^^erided paasworf 
generatiao: cvesit for sean^ldog a userBemo regis^try rrf die dedieated appl^ ;^Jid rmioviog 
aoy invalid uaem^oies iTonr the usemame rcgi^siry;. 

20. The eooipraer s:yalcm of clam I feiher wherein die ^soarehiog To:^a.as reviews 
pT^i^^dcges associated wild .reapectiYc vadd ua^rna^i^es: in the u^ieoiaioe ix?glatry and resel^^ die 
priv de ges of die f c??peeti ve ■valid n^emani e I0 preserib ed de&oli setdng$> 



;2L The comput<?r s^^iem of c^Mm IS. wherein, the pa^ss^vord gSBsmtar gmerati^s the 
passwoM for a service iisamaj^ie. 

22v The computer ?^y$ii^ni (rf^ d 13, wlmrem the dedki^t^sd app^k^^^^ mcludes a 
pohtt of $pb ^^pplkatiop in foei di^spt^n^ing e?wir0nment, 

23; The cen':ipi:uer sysiem ef claim 1 3 , ^^^■liereio s^iid camp uter sy^^iern ineludes at least 
one selected fr^m the gr<.rj:jp eonslstmg 'M n Mmd-Matm cempute^- $y?item aBd a ^iatKi-alei^e 
network of cempoter s wtem>^ ■ 

24. A eompi^^ter pregraiTi pmdMt &r miiiotahiii;ig n password: ij-^ a computer sptem 
^^auipp^d "wiih .ssi 0pemvn.g s.ys^emvfbr mriB:iBg::a-ded:ieate^J;^ eompiidng: 

a eompulier pmgmM pmee eemputeT system fer causing the ccBVputer 

generate a passi wot^; m t ■e:^ponse to oceum^ nee of a p^e^^erifeed p wo jxl 

provide the generated password to an operahng sy^leni seeurity modiiJ,^, 
prodiioe a eoded password as a ftineliDn ol tlit; gerja-ated password, 

whe^-em the gcxierated password ea^r be d^terniiiied by decodd^g die coded p^^s^word, 

display the eoded password to a user of the eomputer system, wlierem the 

ii^^ef eM reeerve the pnetated passwoM by pr^>vi:dhig tho eoded pas?;word to a renipte passwoM 

provider, and 

stors the coded paissword ibr ese hi mnrmMm wdh a S;ecU;re dperathig 
sy^stem login aeeeas; and 

3PP^ratw Ixorn which die eomputer program is aoes^ssible by the eont peter 



2§:. 11 ^^ompui^r prog^^$i:ni p^^duct of cls.i:m 34, wheH?irj said e<3mpat^^^^ :pn>graM ix 
fii^ther pwoemfele fey Ihe ci^mpiU^r sys^lem for causing the computer system to: 

display lie stored coS^d pBsswoM d^a mroperm:iog sysieiii lo^^ the 
displayed codded :p^^^^w:ord i^?- sabieel: to^- be:i^%/aecad:ed:-wi:|.h thi;: iiS:e- of a ;C0^rsspandi^lg■.^^e^^;u:m 
paiS$worti |>ro^^i<b^% hmher wlierein the secure <)pe?ming s¥$li:;:m login: ;is:;respoji?^i,ve to iiJi input 

eoixectly di:?co<ted eoded password for eo#ling access to die ^p^raiing systw as a; tuDcdoji of 
the gi£::iier<ued pi^ssword liSe operating sysmm Security module. 

26. The c:o:niput£?r progmni p c^f claim 24, wlierc^m die pmscribed password 
gmemtiof^ event incliite iil JeiiM; t>ne selected fern die pri^up camis^rdig: ef a mmputer sysimt^ 

mmmmmMy mm^ii:ng pm^moxA geoemfeo event; res-tomtiori of a ^i^euoty level fen:^ a 
modified seeurdy level to a defeull s^ectmty level, a^^d eeeunwxce a;f a secure ope^^sidig swtem 
Login access. 

27. The complin program product of etedn wherein, &e j:i:)<^<hfied seei^rdy tevel 
of a pa?^ sward geiver^deo evs^^^t in^^ludes at, leaHt o^e selected from die gT^:rJip consisting of 
ehMige i:n the secunty te^s?| withiir dis: dediceCod applieatlon, a; seeum level everrido widiin. ihe 
dedieaied^ appdeation:, i^nd a oete-sdot seeudty aeeeM within, live dedk^ited applicai ton. 

2S:. ll^e cesTipoier pregram prc)dti£:t of claim 24,^ wheroiB. sdd eoiBpisle^- pj-ogr^ri;? is 
fiuther prOvi^ i^sa bi.^ hy tM c 0mputer xysteo i idr eau sing the eomputer system to 

eeareh a user^Moie r^giMry of die dedieatod applteadoa apo^^ die ddcurreilee of die 
pr^acnbed p^^xswdrd generadon: evejE a^d remove aoy invalid u^eraamss frcvm the menraoie 
regfe1:ry,,.a^id 

^evfe:^v pd vileges <^^$soeiated wfdi res-peed; ve valid imername?^ the a&eniame 
regij^irv and resei die pn ^d leg^ s. of t he xespeed ve valid asemames to presen bed defdidt setti ngs. 



2d, eettJpirter progrsij^O: product of elatoi 24, wherein generadng tho password 

rnelndes genemtieg the pasisword Idr a ssrviee a$emamo. 



Filed ; A v^p^st 2, SMl 



30. Th<^ progOT of claini 24, wliemo the indicated a|)plk?^l!0ti 

mckid^^g a point oFsals application m a fel disposing en 
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